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Security Operations and Engineering Manager

	Job details 

	Directorate: 
	Technology & Data 

	Department: 
	
Information and Cyber Security 
	Team:
	Information and Cyber Security 

	Grade: 
	Senior Specialist / Leader A
	Reports to:
	
Head of Information and Cyber Security 
	Line management responsibilities:
	Yes
	Location:
	London


Role overview
	The Security Operations and Engineering Manager is responsible for the operational effectiveness of The Law Society’s cyber security capability. The role leads security engineering, coordinates cyber incident response, manages the organisation’s security technology platforms and oversees the performance of outsourced security operations services.
Working closely with internal Technology teams and third-party security partners, the role continuously improves detection, response and resilience, ensuring security controls remain effective and aligned with business risk.
The role serves as the technical lead for cyber security operations and major incidents, while ensuring external security partners deliver agreed outcomes.



Core duties of the role:
The post holder will:
	· Own and improve the security teams’ operational capability by managing outsourced security services, ensuring security alerts and escalations are fully managed to resolution, validate incident severity and impact and ensure incident response processes are defined and followed.
· Manage the outsourced SOC service by defining operational requirements and improvements, monitoring SLA and KPI performance and creating monthly operational reporting.
· Lead the design, implementation and continuous improvement of the security controls for Identity, cloud, endpoint, email and data.
· Lead technical incident responses by creating and maintaining incident playbooks, managing technical investigation teams (internal and external), engagement of forensic partners and conducting post incident reviews to ensure remediation actions are completed.
· Own the continuous improvement of detection capabilities by working with internal and external teams to reduce false positives and improve early detection.
· Lead technical exposure management by reviewing vulnerabilities, reviewing remediation and tracking risk acceptance.
· Lead and continually develop the operational effectiveness of the security platforms implemented.
· Ensure technical assurance and security by design is adopted for all new projects and solutions.
· Produce meaningful security operational reporting to include detection, platform health, Incidents and overall maturity.
· Manage and develop the security team to provide a great service to its customers.
· Effectively collaborate with internal teams in relation to cybersecurity audits, including the resolution of outstanding actions.
· Manage the creation and regular updating of security policies.



Skills and attributes:

	 Criteria (knowledge, skills and attributes)
	Assessment stage

	Strong experience of managing and leading a team
	Interview

	Strong skills in Microsoft Security platforms including Defender, Sentinel, Entra ID, Purview and Intune
	Interview
	Strong understanding of mail filtering technologies
	Interview
	Experience designing and implementing zero trust controls
	Application Form
	Strong skills in detection engineering and SIEM tuning
	Application Form
	Strong skills in cloud and identity security
	Interview
	Experience with vulnerability management
	Application Form
	Experience in incident response leadership
	Interview
	Experience with threat intelligence applications
	Application Form
	Excellent understanding of security frameworks (NIST CSF, ISO27001 and Cyber Essentials)
	Interview
	Strong stakeholder and supplier management experience
	Interview
	Coaching and mentoring skills
	Interview
	Microsoft Certified Cyber Security Architect Expert (SC-100)
	Application Form
	Microsoft Certified Security Operations Analyst (SC-200)
	Application Form
	ISC2 CISSP
	Application Form
	ISACA CISM
	Application Form
	SANS institute GIAC certification
	Application Form
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